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A Review of Development and Application of Deepfake Face Detection Technol-
ogy

Abstract: With the rapid maturation and democratization of deep learning technologies, deepfake generation has evolved
from a niche technical curiosity into a pervasive global phenomenon. As these tools become increasingly accessible, forged
images and videos are proliferating across the Internet at an unprecedented scale. Among these, deepfake images and vid-
eos targeting human faces—particularly those involving identity manipulation of publi¢ figures and celebrities—are fre-
quently exploited for malicious intent. These applications range from defamation and non-consensual pornography to the
manipulation of public opinion and the dissemination of disinformation, thereby posing severe threats to digital trust, indi-
vidual reputation, and social stability. Consequently, the development of robust deepfake face detection (DFD) technology
has emerged as a critical research frontier and a strategic priority for both the academic community and the industrial sec-
tor. This review provides a systematic and comprehensive survey of the current landscape of deepfake face detection, with a
specific focus on the prevalent manipulation technique of face swapping. The paper first scrutinizes the evolution of under-
lying generation mechanisms, detailing typical forgery methods including variational autoencoders (VAEs) , generative
adversarial networks (GANs) , and the emerging diffusion models (DMs). According to changed attributes, face forgery
methods can be summarized to four common forms: facial transfer, facial swapping, facial reenactment and facial editing:

Subsequently, the review proposes a structured taxonomy of detection methodologies, categorizing them into three primary
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streams based on model architecture: CNN-based methods, Transformer-based methods, and the new paradigms.
CNN-based methods currently represent the mainstream approach. This paper analyzes their diverse structural character-
istics, further subdividing them into six distinct sub-categories based on their feature extraction strategies, such as basic
CNN architecture and frequency domain analysis. And the advantages, disadvantages and applicable scenarios of each
structure were analyzed. Transformer—based methods are highlighted for their recent rapid advancement. This review dis-
cusses the Transformer-based detection models in two branches. One type consists solely of the transformer structure. By
adding modules and enhancing the structure, the detection accuracy can be improved and the computing efficiency can also
be enhanced. While the other is CNN-Transformer hybrid architecture, make full use of the local receptive field of the
CNN architecture and the global modeling capability of the Transformer. The new paradigms section explores cutting-edge
innovations, specifically Self-supervised/Unsupervised Learning and combined with large language models (LLMs). The
paper elucidates how self-supervised/unsupervised learning mitigates the dependency onlabeled data, effectively avoiding
the overfitting bias caused by specific datasets or forgery types. Furthermore, it examines how integrating large language
models introduces semantic understanding and text features, significantly enhancing both the generalization capabilities
and the interpretability of detection decisions. In the domain of data infrastructure, the paper traces the evolution of deep-
fake datasets. It contrasts classic datasets, which rely solely on visual data (images or videos) , with the new generation of
multimodal datasets that have emerged over the past two years. These modern datasets, enriched with human annotations
and descriptive text prompts, are pivotal for training more context-aware detection models, thereby fundamentally redefin-
ing the objective from simplistic perceptual categorization to a more demanding exercise in cognitive reasoning and contex-
tual justification. By wusing the multimodal dataset to enhance, the interpretability of the detection method will be
improved. Evaluation is also a critical component of this survey. The paper provides a comprehensive summary of evalua-
tion metrics, distinguishing between classification performance, generalization performance and practical deployment met-
rics. While acknowledging that DFD is a binary classification task, common classification evaluation metrics can be used.
But considering the particularity of the deepfake face detection task, in general cases, there is an imbalance between the
true and false categories of the data samples, some metrics such as accuracy have certain limitations. Therefore, it is advo-
cated to adopt more reliable metrics. Regarding generalization, the paper details protocols for cross-forgery and cross-
dataset evaluation, which areessential for measuring robustness against unseen attacks. Generalization is an indispensable
indicator during model evaluation, especially in the current era where forgery techniques are diverse and rapidly evolving.
Additionally, considering application requirements such as real-time monitoring on edge devices, the review summarizes
efficiency metrics, including inference speed, memory footprint, and parameter count, which are important in the model
during deployment. Moreover, from an application perspective, deepfake face detection technology can be used to prevent
the spread of false information and to prevent criminals from using deepfake face technology to steal people’s information,
property and other targets. Thus, this review synthesizes four major deployment scenarios : the verification of media content
authenticity, protection of digital identity security, judicial evidence collection/forensics, and the automated supervision of
social network content In parallel, it reviews the developing legal landscape, specifically domestic regulations governing
deep synthesis services, highlighting the intersection of technology and law. Finally, based on a dialectical analysis of the
primary contradictions in the field (such as the failure of detection features due to the evolution of generation technology ,
insufficient data-driven and generalization capabilities, etc. ) the paper identifies critical future trends. These include the
deeper integration of detection systems with large language models, the pursuit of explainable and highly generalizable
detection models to enhance trust, model lightweighting for edge devices deployment, and the continuous refinement of
industry regulations to govern the ethical use of synthetic media. In summary, the deepfake face detection technology, as a
core technology for safeguarding the truth and trust in the digital age, is currently in a stage of rapid evolution and multi-
disciplinary integration. Itis worthy of researchers’ investment of time and effort for research and advancement. The github
of the summary of relevant content : https: //github. com/yttttkskr/2025-deepfake-detection.

Key words: deepfake face; deepfake face detection; convolutional neural network ; Transformer; self-supervised/unsuper-

vised learning; large language models

© h[E KR KL AR



REMEANERNRRZ RS M RLERR

Li Weibin, Feng Yuting, Hou Biao, Jiao Lichen-
School of Artificial Intelligence, Xidian University, Xi’
an 710126 , China

0 35l

|13

H 2017 4F Reddit H J* “deepfakes” & #i 5 — 4~
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TR Dl s H2 AR5 1) 2 ) FHR B 2 >0 5 i A i Bl
T MG A 0 A EAARTE A vk . ARk, W

PR I 3 5 2502 22 53 H 4 it 45 (variational auto
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(generative adversarial network, GAN) (lan %,2020)
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VAE Z71F B 415 4% (autoencoder) Y FEAE |, 45
& 78 43 #E W (variational inference ) A1 U1 - 3fp B34 472
HH B — PR A Y, AR o ) — D RES AR
IS N ATUREA AR . B AR B IR
STl 2t 36 o A CANAR HE TR 2R 53 A1), I 38 i g 14 2%
(encoder ) H4 i A K5 HI5 WSS 21 (528 1) /5 382041,
i o i A5 A (decoder) ¥ 5 A8 5 30 Rl AR AR AS
AR HATTERLSE BT b AT BEA QLT GAN AL,
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thiE AR C &Kk SR % . B, U Deep-
FaceLab(DeepFaceLab ) 431 Tolk Ak i F2 T H 1
3 F StyleGAN (Style-based Generative Adversarial
Network ) (Karras %§,2018; Karras %5, 2020) ¥ 25 [6] 9
. SimSwap (Simple Swap) (Chen % ,2020; Chen 4 ,
2024) A5 S B AR e R TR P O N A
T REETRETE S (R HE GBS RE T
IR LA R A P52 2 5 (CHGsE ) RO RE ) AT 2
T, (ARSI AF: 55 718 7 ke TR 3
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TP, 2 A U R e d ot i 8 ) e R 7 1)
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Fig. 1 images deepfake face

R O 3t o P, AT B0 B D i AR R AR

A4y A P2 (Li 48, 2023)
1) TH 5% 46 (facial transfer) 2 A P 2 A b

O 2 ML — Bk R B O R B AR 5 R
(0 2 17 R0 T ¥ Bl 1 £ 20 TR R 56 7% 3 H A
K%

© h[E KR KL AR



REMEANERNRRZ RS M RLERR

2) T #B B e (facial swapping) ¥ H #5 K ) A
Y S 0 45 R IR R 0 N 1 B B A A

3) 1f7 3 5 BH (facial reenactment) R FEAY) S0,
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Fig. 2 flowcharts of deepfake face and deepfake face detection

technology
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(Chollet, 2017 ) }&F Xception 2844 , | FH e 5 )k /> 5
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VER TR B DR 1 A I ) B AY . MesoNet (meso net-
work ) (Afchar 8¢ ,2018) & — M5 B H A U 2 M 2%
(CNN) i Fi o 30 3 1 2407 2, DGR PRIR b 45
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(PR ik DXk ) Fn 4 Jm —BorE OB IR i 22 57 ) .
Inception Res. V1
(Szegedy %5 ,2017) 454 T Inception £ 2t 1 ResNet
(residual network ) (5% 26 %45 , H 2273 S S5 b RE S T
A1 IO [R) 852 BY (AP AIE , AR 0 1 Sl 3 2 (S
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T3 1 ek RN s (BN ] AR AR R X SR
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2.1.2 ML

Ji2 3 W 25 (capsule network ) J2& — Ff T 2% 14 # 22
P 245 BRAE) , HB TR T A% 58 CNN 1Y Jay i

XceptionNet (extreme inception network )

(inception-ResNet version 1)
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TR N2 6] 2 YR BT BE IS A o BEHE R 255 A
“Je e (capsule) " UL, BEASIEREHAR I — >/ NEU )
MEE 2%, BEAE YU R 8 R RS B HRAE , JF X HAETE Y
WERFLBESHOH T IS, — MR RRET A EA
PRI, P22 T0 2 ) A5 328 Y AT 2 1) i, JFJE 3 s 25
#% 1 (dynamic routing) " 75 [ ¢ 4% 2 [A] 4% 328 15 2. o
34 TG 2T B 2 TT RS L o

RGEMET: HEDHE
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“; function f(-) _'Izl
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Fig. 3 Traditional Neuron vs. Capsule Neuron

Capsule-Forensics (Nguyen 55,2019 ) J& frz 7K i
P28 ATRIE D ISR 1) TAEZ — o IR B 5T
MBI ZRE) CNN SR AR R RAE , PR i 5
Ak (statistical pooling) 3K BURFE (1 ¥918 5 )7 2%,
T8 2 2 0 I 1 e A X DRy 3 PR e i S 4 1Y
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CNN AL, SO 729 5 - 1145, R
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SETH TR Oh i PR A5 A0 R R A
2.1.3 WPk
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JH P ] 248 J32 1) e fiF R 8 B 4o 3t 5 D ASE B R4 A
Iy A AT L3 g 5] G 5 Bl 28 2% (recurrent

neural network, RNN)ﬁK@H‘HE‘IZIW?%(]ong short-
term memory networks, LSTM)%E45 ) A SZBY

B4, 3% 3C (Satpute 4% , 2024) 5K Fil CNN-LSTM
PR B B E IBCHE 2R, fdT B CNIN 47 12 2R o b 19 25 ) 4
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sics++) I Celeb-DF £4fi 45 FHRAG 1 R 45 A9 70 258K
B 183 (Taviti 5§, 2023) FJ 1 ResNet $& HUH 4 &
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HRE K BB L AN RICR: | I S Z RS B 7 51
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1B 3L (Zhao 25, 2021 )R TR BE D NG AS: I #A
R RE Y 43 26 (R A £ T 2 Z SMTE T 2 TR
B 2R A A [ N DX, 344 568 o Jg 308 O 3 1 0 1 Jeke
FIRE T o a2 Wk 4 v & J7th 4k (bilinear atten-
tion pooling) 3 & Jry i SUHLFF1E 55 /5 2 15 SUFRAIE .
T T R AR O SR B ) O A, I8
3C(Shirley 2. 2024) Pt — A5 ML 3L 5 F {5 B 2 AT
Filt e, ol i SBOCRRL AR AL 3 R AE 5 BURAAE | SR S i
FARHERLS  TERL SIS RYRAE B I AEE I L], 1
FEAY RE B0 250G TH A JC Y DX ANRRAE o Guan 55 A
(Guan 5% ,2024) k& IR JZ FFAE Y B {H 5 75 22 (B0
Gt ) s WA IR RE , DRI H i 2 A6 1 U A e P A
RREH T Ohy s 230 AR 2 A0 SR, AT i v A B 7 R
MPAE A Rz AR T . 1%y B i
FHT & Fp 3T W25, ] b5 H0 8 1 o 55 A 5 1 45
H b — L FHERE . Yan % A (Yan 45.,2025) &3
T PRI Do U % ke A R BRI R R
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tiotemporal adapter, StA) , A4 A Tl 5 iy R AL 7Y
MR LR s T RE )

e RO TE AR E B HEA R R )
ID-unaware ( Dong 4§ , 2023 ) K il 45 7Y 7 455 78 tp 8 7
TS IR Y, LASCTE PSR B Ry i Phse X, 2D
KTEA R By RpAiE o G BHL AR 2 o] R A 42 )
ID 7w , n] LAV B X B 0 R B 520 o itk h, oA
TAE TR RS I 2, iR 42 0 T 22 RUBE TH &6
AT v O 5 DX AL Y M T S A
(groundtruth) A= B 04 KR , 45 7 I 2R B Be i) 5%
FEOE . HEAh, Kim 8 A 4240 () FRIDAY (facial recog-
nition identity attenuation) f% %! (Kim 5% , 2024 ) 1%}
XFFIZBLG, AT PR Rl 54 D —Fi il B B
VDA AT TS 47y 5 TR 0 TG B 7 T T deepfake
PR, T3 m A A AL P RE
2. 1.5 BUSAF ORI ik

A T A e AR AR T R R A A
B T X S5 RS Sl R on] BRSO Bl iE 5 . PRt
F ISR A A RRAE AR S8 REAS 4 $12 Dt R T i
A2 o T8 X PR PEAT 5 FEAE f, n] LA
HOUBCRAE , O 5 25 BURFAESEA T R L DTS v A0
(A HERAPE

AutoGAN (Zhang 5§,2019) 3 #7 T GAN M 25 7
Az DA T RN, EoRAFARAT (UNE B B 2 fE 0
I 5 | A 2 ] B4 (spectra replications ) , Ff- 3%&
T — A GAN BLILAS , folf 1 592 PRI A5 A= g A6t
PUDN S IER " o Aol FH LS PR AGORIRE AL B4 52 1)1
K #5 , % B4 RGB 18 3E #E4T 2D B HiCf B -2 46
i PR AE TTT AR AR 2R A, B3 2D sl b i B 2
#i sl . F3-Net (frequency in face forgery network)
(Qian 55 ,2020) £, 7 WG 4> F M 8 351 U 43 52, 4
RIEN 43 fift (frequency-aware decomposition, FAD)
1R A 5 1 (local frequency statistics, LFS) o
FAD M4 Jry b JCHE 305 B IR 03, LFS 38 i
W sh B 1 JE 1T S5 3 DCT (sliding window discrete
cosine transform, SWDCT) , & {4 Jmy 8 DX 35 14 451 % 53+
A 5 S o I 28 SOTE B O R 4 S 3 [
B, SEBL T R PR R ER RS AT ] . SPSL(spatial-
phase shallow learning) (Liu 55 ,2021) #E—48 1, £
R FoRAE D B TEAR L35 5 A BE 2 55 5
3, TO0 3 88 73 e AR MR 15 P AT BE T T 0, DRl e i i
TS Rl-AR AR Z S ST HESE  F RGB & 11

TE A AR L T 101 23 ()30 5 i RS AT DR
i N\ HEER B IS 1Y Xception P25, PRHORBIAY (A B2 4508
X LA P Y 5 AR SR 4, 2 PR DR 2 ) 4 SR
By /N BOCTE TR dR A, BAYTE FR++ I 2%, 78
DFDC ##i 4 1353 T 66. 16% ) AUC, Geleb-DF |-
76. 88% ) AUC (24 ) SOTA) . MSIDSnet (multi-
scale dual-stream network ) (Cheng 55,2024 ) # i —Ff
BT 22 RUBE A2 H AU W 48 B A0 O v o A s ]
e P sl s AR S T R B R SRR R
()R AIE 5 764 38 b i ) BayarConv ( bayar and
stamm constraint convolution ) $2 H 24 B w25 S5 Wk 7 e
AiE 5 i FH 22 5 XU B (interactive dual-stream mod-
ule, IDS) 52 B =5 [a] B A48 48k 4F 4R 1Y @l 5 o
FreqDebias (frequency debiasing framework) (Kashi-
ani 5% ,2025) B T A K60 2% 75 b 2o 05 2
YIZRER 0 R Wit , BIAATE D 2 (spectral bias) [A]
L, — b Bk 25 f (frequency debiasing) HE 28 .
18 13 P i TR A B8 58 (forgery mixup (Fo-Mixup ) aug-
mentation ) 1) 25 MY ZAEAS (3 A4 1 2 AE 1 5 A1)
HACHE — 2 Pk IE W] 4k (dual consistency regulariza-
tion ) FASE IR 2 > X AU A A AN R EL ORI Y
FRERIR o ZR6 kT R AU ME 1 5 5 12 RE %
i AR ) it A 1 145, A LRE TS 4R A
I A R 1, oAy B T RACE R Iz AR RE T .

2.1.6 ZAE55/Z33T5 ik

AT 55 e 0 S [R5 o7 Oh it DX I Bl A
I Ph 3 77 12555 5 22 93 307 125 ) S T a4 SR /4 T o)
S BN RIS 3 S SRR TR R A I RE T -

Chen % N M 1 — il B 7 0URE FE Phy i YR (Bi-
granularity artifacts, BiG-Arts) B % A (Chen % ,
2023) , F ¥ J2 4 AR 28 I 28 A 42 O s i) 1R R SR
B, I FH TR A CNN 2R ) Je sz BT 4t B 4 ey Oy
TR , e 2830 3 22 )22 il -G 4 ADRE B2 FORDRE B RS AR
g Gk, 4 v Oh i A I R8s B A& M. RECCE
(reconstruction-classification consistency estimator ) fi
R (Cao 45, 2022) >R FH vife 21 ity 1Y 20 4 - 93 2 2 ) 45
Y, BRI 2 R 03 2 I 4% 1) 5 A T O
TASIN o HE A A A bR R TR A SR T A
ik, 388 1 7 ) FLSE PRUR AR R of AR D P (5
T RRA A A0 R 22 B R A s TR P B D R
e, EEE I RGO B A B — A R R g h
KGR 2 0 FLSE D o 732 W 28 AR T AR 22
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P 2% CNN $2 315 b (0 08 2 URFALE | T AR 40 5 2645
fIE ) Wiy 15 1 LS . A8 UCF (uncovering com-
mon features) (Yan 25, 2023 )5 MR U 0E 4% R =31
g3 : JCRAFAE A D A (5 B AR D I ik A 90)
i D R (B AN [l il O 12 O SR PR RRAE )

FHPIAS 73263k - — A 2 2~ 5 o ik B0 £ 12 5
5, 93— 2D T R AL 0 ELf o B S A B Aol
Phit 7 i b B A, SCRESR T Mt A 143z
REST o

R T NF O ZERI LB SRS EE

&1 CNNRFHSEMERETTEE
Table 1 Comparation Across Six CNN Classification Models

eS| R

B ERGR

FLAl CNN 24

AT
N SR B S22 2 1 B 3 5~ 1

< T 4 s

i 4 0] 2% Yz

FpJ: e i e

- A B T TR [ T

e R s
W -
BORFHERER e S 7
tpray TEFIMER G G SRS

THRGINHE 2

BRI INRARSE T RRG A £ R iR AR I 2 AL RE I B 5
X BT g

SRR YIS IR 5 TREALBoxE

TR ] 4 22 — Btk G T3 IR m  ARBEK P 31 s it 3
AESA IR
ARG A 0 KU 5 47 5 2

BT P2 B8 3 PR I 3 S, HUIE X LS PR it A A e R 7

RIS 2%,

TS TR ARG R o L S5

(B8 S5 T L B B

PUBTOh A I | o 7 A A

SRR R PLITE

FIGR AR PR T B D A

DI ZRAE s 1 4h it v LI St L PR X sl o7

2.2  E-F Transformer BJiR EHiE AR #&iN 7 &

Transformer 224 B W] £ X [ 2R 15 7 Ab BRA K ,
{H Vision Transformer (ViT) [ 32 14} , ff Transformer 22
¥ 5 8 = AL 3SR e T, T O
1 NSRS I 503 L T 46 5 1A Transformer 4844 #E 4746
M. Transformer #7142 F CNN, #1451 25 @A HE 5
4 Jay Az BY BRI b BB A% T4 Al 4 Oh i i 7 vh
PRI S B SER AT YRR, O HLRAA T R iz A
fiE . BUAT 5T (Ghita 45, 2024) & 2 9EH] - 15 H A
deepfake ML 2 > FGREE 2= > R 7 EEAH B, VIT A
R PERE 5 A RIBEFE Ty A, (AR — P WY
DAPPAL AR ) o 5 AT CNN BAUAE 1L, BT
Transformer [N J7 ¥ B A LU ICH

1) B R A 4 42 Y5 ] - Transformer B8 {1 1 A
TERIPUH], RE S af s AT 4 Jmy b SO e A
W PR SR

2) U )72 AL BE 77 : Transformer LY £ 22 75 K
R SCAS B kAT T 301 2k, SR 5 AT LU 3]
MAEAESS Lo X FERS 2% 2] {1115 Transformer BENESZ
fit T ORAUEE () 2 B HHE , AT 42 20z fL R

3) B 5 A9 & B VE 1 Transformer #55 Y 11| 2575 2

B2 B AR ) TE N G BEAL & B Z B 2
REMERNSZ 25, DT830 5 AT SR A B

SR, YN Zh—PERE R4 JZ AL RE J158 #Y Trans-
former #52 Y AHXT T CNN T 22 31 58 (1) 5. 7 223K (Trans-
former {9 H {3 2 IHLHIHREE 22 0 0(n?) , BT LA
T H IR 5 & 28 Transformer £ A RGN AE Y v
) — R, 5 AR i H 2 CNN) #1728 52 .
I % 53 ¥ 4 A 4 Transformer 1% % FI CNN-
Transformer 23S P ER 734144 .
2.2.1 #fi Transformer #5751

Bogdan Ghita 5§ AFE & 3 (Ghita 55 ,2024) #1 i
FH f5¢ f] B4 VAT 25 45 MLP (multilayer perceptron ) 5%
T REAT S5, 234 T S804 K/ (batchsize ) (5
> Z (learning rate ) 55 X 43 2 il B 25 R A9 52 ), JF
Ui B LT CNN AR 5 e — E R L EdE T
G0 AF RS 107 Ay 385 A5 0 AR il 8 Oy 3 P8 SR T ViT
REAEATAE TR B Ay 3 KA 5 T A i — 2D I
Dong % A #2 1 % ICT (identity consistency Trans-
former) #57 (Dong 55, 2022) F| F ViT #2HCA G 25 1)
R SCE R T A T B A R S DX R R

PR A —BUR R IFSIA T B0 — Bk i (iden-
© h[E KR KL AR
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tity consistency supervision ) , F1] i B 5% G RN 08 i €]
B Z A 0 B0 22 A5 o We B (R, SRR A 12 00
T PG B AR AR A A B

{8 1 T Transformer F157 BUAS 5 | Jmy 47 AIE B2 i
HE TN JE X SR ARG 5 I ] 24 2 A Ak i 45 )
R, F 5N DL 23 A HAB AR A S i B 451 4
Xiong & A # 1 B9 AGIL-SwinT (attention-guided

inconsistency learning SwinTransformer) % 7! (Xiong

&5 2024) | Swin Transformer -0 T M 4%, 51 A
05 151 3 AR —BbE 2 2] B3 (attention-guided
inconsistency learning, AGIL) f5§ 5 Swin Transformer
LR T Oyt X, RIS AT GG 23 2R DA i DX s
AIE L. Miao 55 A $ H 19 24 55 & 4 7 2 >
Jrik (Miao 45, 2025) M FHARSE S AN M 7 1 5
T 25 B FERE BT CLIP (contrastive language-image
pre-training) I Whisper (web-scale supervised pre-
training for speech recognition) &7 Oh i H#AF , [7] A
WGRRLSE 5328 E W R K = MME S« 5
B B (HRHER S R4S, WSS B T Ry
Z RS TRE D AT 55
2.2.2  CNN-Transformer 4% 35

CNN 5 Transformer P b 848 2547 o0 45 9 45
S R — Le 5T FORE P RR 4 S, R T CNN
(14 Jd 0 52 BEF R VAT 19 42 Jey b1 SO OG 3 8 1A
KRB R RROCR . F RIS G 28 2 e A CNN
P 24 $it PG ) 0 Re AE , PR 4R AIE 18] 4% A Trans-
former Encoder i 3£ 4 Ja) F# 11 , F-4% MLP Head 15 3|
IRAER R 4,

BEECE
| zEmmE |
it (LB Transformer 4732 |
S

L | s ] s | s ] s

| BRI RS |

I

[ Ammwms |

P4 CNN-ViT 3Ll 2% 32 40H
Fig. 4 basic hybrid structure of CNN-ViT

CViT (convolutional vison transformer) (Wodajo
45,2021 ) F HCIT (Kaddar &%, 2024) 55 35 5% HIix fift
Z5Hh o CVIT Y CNN 45 6 HIZE 8L VGG B 224, i
HCAT W] R A XceptionNet, 41, EfficientViT (Coc-
comini %5 ,2022) (1 28 44t 5 e AH T, {8 ] Efficient-
Net BO = 2 CNN [ 2%, 171} 16 K5 45 fil: €] £ A trans-
former i it i 2 iJ , A K 4t A0 07 Bk AR 4 CLS
token I AR AL G2 (R I R B e A 2 S B A
B2 B 4 PR 38 0, 3 0 Transformer (1431551
8o ] CLS token B J7 vk H A5 FEARAE 1 B RS
Tn—~ 42 Jey A B FFIE token, AT L sE 6 R RIAR S B
Y (I i BT A e LS I S 5 e 2 Y
Coccomini ¢ A\ H 7" MINTIME ( Multi-Identity-size-
iNvariant-TIMEsformer) & %! (Coccomini % , 2024) ,
K F WY 25 () Inception ResNet v1 i 412 i 9% 2 [ 5
B, 454 Transformer f £ Wl 7] A9 S FEAE . 7R
K515 A CNN 451 Z i, VR &0 g b B 44
N T AR, T B 2K AR R BRI A Y
G, DR ABE AU B8 08 37 b PR A By Y FRIE . 7R
Transformer #& £t , {fi JH] TimeSformer with identity-
based attention , TSR #8435~ 22 AAABIAG TN .

AT — S At 2 22 25 44, 491 1 ViXNet (Vision
Transformer with Xception network ) (Ganguly a5
2022), 5 RS B R] SAE T, BRIy 304k
), AT FHHY #E A A9 R AE FT Transformer 2 5 2% > $2 B
JRITRRAE , S 18 7 23 il— St TR RS 20 SR 45
AN AT BARAE AT AL, AHTEAS 22 0 1 45
fiE , F94% A Transformer & i 75 e 4l 3R 45 A4t 22 18] 114
KIK

{H X R A 24 38 2 M Bt Transformer 25 #4) HOK 5
B, 23 B R ) B3 3 (attention collapse ) A% [A) 51, fiff
BERY Y RN B8 J) P F% , K I Zhang % A 421 T DTN
(distilled Transformer network) #i % (Zhang =
2024) , i FH 2218 72 1 45 i (multi-attention scaling ) >k
WG TE DR OT AR H A A ET LN AT AT
Transformer I 2R 1 25 o HOAL , AH LG T 18] B0 — 40
RIGBERRAE | 1% iR 1 A 78 45 (self distilla-
tion) FEST A T HRBR AR B 4RI T X SRAE I JT 4G
HIRE T R LR S (mixture of experts, MoE) kit £
FERY DO RAAIE
2.3 #HEGEK

TEGHEFE T CNN | Transformer £ AU 2844 2 b, B

© [ B R VT 2R A A
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FEAE-WAWHRZH AN 5125 , 2435 LUT WA
TCH B~ 2 TR R A I 59
2.3.1 AWE/JCWEEIITE

P TR AE T B D i R AS Kl v 2 > I, 2 AN ] g
B 1l 27 2] 3| — 2L 0h 52 LUSMI AR AE o Dong %8 A 46
(Dong &5 ,2023) 4 Hh , T2 Oh it A5 M A5 10 7 1 5
e ETC R o ) 1 ARy, S ) TR D i
FEA I Z2 09 N S Dh it o s T Ohii 7 ik
A A ECHE L 1 3 (Marra 55, 20185 Yu %7,2019) %
718 AT W B AN D7k A o T A A 3 T 1 R
S S0 b BB, DT 52 i 4S8 ) 32 AL PR RE
DL, T B/ B 2 ] O s B A 250k A e o 4
i R DR TV Pt ) i 22

audio-visual-forensics (Feng 5% , 2023 ) 2 H F| F
AL — 2 AT B RN O . %O
B - A [A] A E BY (audio-visual synchronization
model ) $& B [F] 20 ¢ 1, I Y1l 25 — > F 191 I Trans-
former 5781 | 75 L SC MU 27 2] [6] 20 R AE 17 910 5%
PERER I3 A o FERCIN B B, BB LRI ] 2 B2 B % 5%
oI £ [e) 25 AR 5 S B 19 [] 25 AR, AFARE 25 D B 1
530 S DAy i AR

AVH-Align (audio-video alignment) (Smeu 5% ,
2025) H1 43 H71 T FakeAVCeleb Fll AVDeepfake 1 M £ i
A D it B B BB , TR H - A R A T g
A “$E42 (shorteuts ) "H¢ 1, ndEDhi N4 GEit I
L B 2 I B R Gy ik G sk = 2 AP, JF
BEXZIRD S T —Fh I i A 5 AR X 55 4G
M J5 3k o Al H B 25 1) AV-HuBERT (audio-visual
hidden unit BERT) 5 U 42 B2 AR R AE | IF I 25—
ASXF S TE B S |2 2] & UIURRAIE 1 5 A
SRR o T A SRR TR B A
i 22 AT , 32 5 T A [A) B SR B LS 37 B T Y
RIS Ag P

PEAN B X A5 BAGHEOU, SE TG 15 B I
B —E M b — S B SE B R B (a0 -
P AR b A B Oh 3 AT, D) R AR 48 25 1 S
ZHAN M X R R AL B SCFE B ) L 18 3
(Reiss %% ,2023) & 44 T FACTOR (fact—checking for
deepfake detection ) 155U , 1 55 4 ik ] A5FN HL 55 K14
FEIURFIE RIS, 3155 79 2 R ik AR AR 8 R 1 B 2 5
H ik R . AEIZAAL Y Jay BRAETE T ZE R 1E X 5
S HABELEE.

2.3.2 RABEAURTIN ik

B A A B AR A e, TR SR DAy 3t I A ) 5
Sty ARG R Ty 12 R e st AL RV BB, $i v A2 ]
it F . RepDFD (reprogrammed deepFake detector)
FEAY (Lin 45,2024 ) i i 764 A% Bl 222
1) A 5% 42 78 (visual prompts) A1 3C A 2 75 (text
prompts ) , BT B FUUI 25 %) CLIPBLAY | 1 Jo 75 4%
FENERSH, N R0 T RIS Wang
4N (Wang % ,2025) 5| ARG A H7R 2 > 0
IR RO, B2 B RS | S BV A 27 2] J5 ik
MRBLE F R A S 2 5 D A C AR S B K
R, UGS T s i oAl 3t sl 42
AN ST R (a0 A SR A N A A
) (o) an Ak B2 g A 450 22 8] Y U e %
DT S5 B0 BE % et . HEIE (a novel MLLM-based
hierarchical explainable image implausibility evalua-
tor) (Yang 5§ , 2025) f&—Fl % F MLLM (multimodal
large language models) 1443 2 7] fif B (4 L AR5 B
PEA R, R A A S AT RN Ry B AR T 1, 43 24
PR ] S8 AN AH 9 B b, Il 1 5% X8 4E (chain-
of-thought, CoT) 5|5 LLM : EI5 4 i — [n] 5 51 —
FEBR map R0 HE A — [ 3 A — R 5k 0 bR id 1
AN SBT3 SO i R =38 22 ) ) I ) 34
i PR R BEE . X2-DFD (a framework for eXplain-
able and eXtendable Deepfake Detection) (Chen 5§
2025 ) W ¢ S8 1Al MLLM X S [ B 3 AR5 A1E 1) SRR R
JE i 3 ) R AR A R A 0 B B0 A AR ) 553
FEAE CRX IR 24 BB PR ) o X TomARpE A Il %
TR B 18], R4 BT X B I AR AR | B AR AR A A
DU BE ) AR RERE 1 5 X TS5 RRAE U 5 1AL 1A AR
Kl & , MBS A5 B AN IE o FE T RS A A
TG I T SCARFRAE , R 3 s AsE B mT A e B AT A
KA

3 ERBEERENTTIE

3.1 ERHES

TR EE Dy R A 00 591 4 1) 2 R A 1T B £y
ERRM R E, R 204 T — LR B D A il
U E 2 SRR AR . I PIAR R B A
BAA I R 53 87T 55 ) < 2 RS L 5 4 AT
557G T AR FH ORS00 PR S 4 L e )
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TR PRy 3 00 ) RIS TR 7% T fie R M A R
B EANHE" . R3FIH T IR E A
i BT — AU RS R 4
3.2 WMFEE
3.2.1 JpZEMERESEAR

TR Oh i NG AS A 2 — 7 2R AE 55, 5 ]
Fr sl S B BB 2 e IR 2R A 55
FR 46 b A ] T % S, H T A0 o S M R 4 AR
FL1

1) IE 88 (Accuracy) A8 T FABRE A 1) £
s, S BA RS HEAXm A (1),
(BT R 2 , 1R TR DR A ok b s AN 2y (R
ZRZ ELSERY ), H IR A 1) J5 R AN A A4
55, TREA R — I LT R R TR R L A A
R 5

2) K1 % (Precision ) « i & A5 75 (1) 1) K7 g
eI A AR R T 2 A i " B Bl o, 22 /0 EOE 2D
iU

3) 44 111 % (Recall) i AL RY ) “ 2 A2 RE )7 78
BT Ay e O 9 &t b R A T 2. 4)F]
SRR SR 1] S 8 A7 27, BE I B niy A
TEAHEAE FRZEavERE .

5) AUC (Area Under Curve) : Bl ROC fii £k F 1fi
R 2 AP BB RE ) i el FHAE AR . ROC £k
(receiver operating characteristic curve) J& AR 1E i
# (false positive rate, FPR) k8 4l , L 1 451 % (true
positive rate, TPR) i A4l 2 il A9 £ . AUC i B
R, UL AR ) 73 2R PERE A, AUC B R 1387 58 36
G , AUCTE 0. 5 F7sBEHLAE I o

T4 T L BATE FF++ R, 78 FF++
DFDC . DFD . Celeb-DF v1 & v2 1 WildDeepfake I
KL (AUC %)
3.2.2 ZfLrERETEAR

1) 85 Ph i 7 TP AN - AE I G R —Fh sl L
ot Dt B AR 7 A B RO, 7 D e i 55— Db
WIE P ARG . Wl BEAT B A G AR il
FeAETT R A BNGR, FE D7 vE B L s SR AR T5 ik
A B FINZR, FET5 1 C b I3t WL Bl A DI 280 vh
JTIEFPEBYBGIN , BT XS R AT5 12 ARG DM fE ) 2
AT B NG 7 AR BN TR A HOR
Az ALRETT .

2) 85 R0t S VAL - AR — A BSOS Bl 5 (-

FE++55) BUIZRBIRY SR 5 AE 7 — AN [F) 0 Bl 42
(40 Celeb-DF %) b ARl , 45 203 A9 1 B %
B AUC, 85 8504l A VEAR T 00 = 1 %k R TR 43
AR
3.2.3 W R

1) I o S 100 %) 3 B 8 b, B B[] P (G
R ERAD) B AL B AL TR B AR R (FPS) , HL
RO R G085 SIS 9 R (i an , B
1238 % 75 ZE=30FPS) .

2) FIESR ;Kb B BRI R RS BT B A B i
e (AR B) % 22 = Ui 3% ) 22 G B 2L,
1R JE IR SRR FH P AR5

3)PIAF AR AN B A7 S5, B 15 T AR
FI BN A (RAM/VRAM) , Jsg 1 #5550 BEAE 7 W3 IR
Z BRI Gk & (CNFHL A8 5%) FisfT

4) RIS R i B A T I 2R 28500 g, Sk
ARPLE T R B A TR R A3 P AE 5 o AR
SR AR R O i bR A

4 NG

TREE D3 NI AR 25 28 AR T — JE 1 IR R
P A2 [ i o b ) 1446 K AR 5. L SEAT Vg B,
ARG o TR Dt AN AG I A 14 17 ]
BAE— B E R B AL 2 0 IR AR X 22 15 3, T
e SETREE O3 NS I 2 A 1 1 3 55%
4.1 FERRNBESLMEIE

B Ak S AR RT3 1 2 L 4526
PR 25 40 1) S RIS R R AR T . R, X i 7
Phits NI BRSO 15 78 i ik 5 B H 2 TBe . mifh
T NGRS AT LA 3 b X R A A AR R 25 ) LS
PEBAIE , 55 WUl Dhat £ 5L L DAl kg A PN 25 1 1
& IS A A BAE BRI, a0, SR
A% Microsoft Video Authenticator X} i deefake £ AR ;=
A IR N 2 AT i, JF 5 BBC AR IA LY W) AT
GAE, AT RELRZEOUAL IR o PRt Ak AC A4 {5 B
T4V B RZHAR I — R I 5
4.2 BFHMHRE

FE N R 2 0 T AU B S5
TR T AR A8 P AR U Y A K, O AR H AR 1 78
Wk TR 2 M. 2019 4F , 2 2 0F 5% A\ bt & PR
Tt R 3 A Dy S st ) —SE R A T RIS A
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®2 REMEABRGNZAKES
Table 2 Deepfake Face Detection Traditional Datasets

HIAB DEIR D IrER

N T HE e 7

UADFV(Yang %%, 2019)
https://docs. google. com/forms/d/e/1FAIpQLScKPoOv15TIZ9OMnOnGSclVg- 2018 49 49 1
KRMOtFWOmjh9eHKx57Yp-XenxA/viewform
Deepfake-T Korsh %, 201

eepfake—Timit(Korshunov %, 2018) N 2018 320 620 1
https://www.idiap.ch/en/scientific—research/data/deepfaketimit
FaceForensics++Rossler .2019)

2019 1000 4000 4
https://github.com/ondyari/FaceForensics/tree/master/dataset
DFFD(Stehouwer %%, 2019) ,

2019 1000 3000 i
https://cvlab.cse.msu.edu/project—{fd.html Rk

leb-DF v2(Li 2.
Celeb™DF v2(Li 7. 2020) . _ 2020 590 5639 1
https://github.com/yuezunli/celeb—deepfakeforensics
DFDC(Dolhansky %, 202

(HDollsinehs 5. 20201 _ 2020 23,564 104,500 5

https://www.kaggle.com/c/deepfake-detection—challenge/data
DeeperForensic—1.0(Jiang 5%, 202 1, )

eeper .orermc 0(Jian 020) . 2020 50,000 10,000 j}ﬂ 7/*4“%
https://github.com/EndlessSora/DeeperForensics—1.0 LR
FakeAVCeleb(Khalid 55, 2022)

2020 500 19,500 5
https://github.com/DASH-Lab/FakeAVCeleb ’
WildDeepfake(Zi 55, 2020)

2020 0 707 HAkts
https://github.com/OpenTAl/wild—deepfake AR
ForgeryNet(He 5%, 2021

orgeryNeillle 2£.2021) 2021 99.630 121,617 15
https://yinanhe.github.io/projects/forgerynet.html
KoDF(Kwon %, 2021)

2021 62,166 175,776 6
https://deepbrainai-research.github:io/kodf/ ’ ’
LAV-DF(Cai %, 2022)

2022 540 6,480 9
https://github.com/ControlNet/LAV-DF ’
AV-Deepfake  M(Cai 55, 2024)

2023 286,721 860,039 1
https://github.com/ControlNet/AV-Deepfake IM ’ ’

DGM4(Shao 5§, 2023) 2023 230,000 185,267 7
https://github.com/rshaojimmy/MultiModal-DeepFake (K F) (K )
FFHQ-UV(Bai 4%, 2023)

2023 0 54,165 3

https://github.com/csbhr/FFHQ-UV ’
DeepFakeFace (DFF)Song %%, 2023) 2023 30,000 90,000 3
https://github.com/OpenRL-Lab/DeepFakeFace () ()
Al-face(Lin 5%, 2025) 2025 400,000 1,200,000 37
https://github.com/Purdue-~M2/Al-Face—FairnessBench () (K )

BTN RS, kST 8 8 A A AR TR
EﬁmmeﬁﬂM%Eﬁ L O A T
JE A e A B 0 BT R o PR ARG 4 A
1’5?@%%%&%%5@%%%%,%% Sl Eh s P4
FEBEAR RS , DT PR B FH P 07 B 1 22 A R AD o
W 5 5 I 5 6 P9 R S e A T 4 R U TN WA R 2

H T TN TR VA R R AL T ARG
V% 3847 SaaS 755 £ 1A AY T AP 2 A A
[ERRAPNIE LTS RS PEA LW A PR =% oalllEA
ﬁ%ﬁ%ﬁk%ﬁ@%%ﬂ%hT@%i%o

4.3 AEEUE

E%@ﬁmﬂﬂ%ﬁﬁ¢ﬁvﬁﬁﬁ% LS
b AT A7

H'l
W
|25
=)
%
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®3 REMEANRKENIHT—KSESHIES
Table 3 Deepfake Face Detection Multimodal Datasets

g/ EES 4y

BRI e WU

DD-VQA(Zhang Yue %%, 2024)
https://github. com/Reality—Defender/Research— 2024
DD-VQA

LOKI(Ye %, 2025)
https://github.  com/opendatalab/LOKI?  tab= 2024

readme—ov—file

ExDDV(Hondru %%, 2025)
https://github.com/vladhondru25/ExDDV

2025

DDL (Miao C %, 2025)

2,968 K15 .14,782 [A]
V290)

I8K+RLA 1% 3D . 3C
AHIE I

5 AK A SCASFE AR N 55
Hhrid

https://deepfake—workshop—ijcai2025github. io/ 2025 1.4M+{LII 2 )2 ARV

main/index.html

FFBIT VQA(Visual Question Answering)iti
FOAE TR P Oh 3 A6 00 v 1y 17 FH A A 55 D 26 8

PAEIBE T

Fa A T RS v, T B T 1R A D
U TIFMATT R SRS IR % AT 55
A RE 7 A Sl AT BRAZ ]

T — ARG AT REEAE SR 0 12 IR
A JaR A AR i i B B ML AT B VB

THIE

PTG AR () ] f R A HERE L RE 1.2
FHF 1JCAT 2025 Hk ik 5

F4 RBEHEE LMK ERERE(AUC %)
Table 4 Evaluation of the model’s test results on the datasets(AUC %)

2} Celeb-  Celeb-  Wild
! FF DFDC DFD
SRR LEGy i DFvl  DFv2  Deepfake
FACTOR(Reiss %5 . 2023)https:/github. com/talreiss/ ~ - ~
FACTOR 2022 99.70 96.30 97.00
RECCE(Cao %§ . 2022)https://github. com/VISION-
2022 - 69.06 - - 68.71 64.31
SJITU/RECCE
BiG—Arts(Chen 5§, 2023) 2023 99.39 80.48 89.92 77.04 - -
ID-unaware (Dong g‘;, 2023)
2023 99.78 73.74 - - 93.08 -
https://github.com/megvii-research/CADDM
UCF(Yan %, 2023) 2023 88.30 80.50 94.50 - 82.40 N
AGIL-SwinT(Xiong %%, 2024) 2024 99.61 77.14 95.91 - 84.07 -
DTN(Zhang %%, 2024) 2024 99.70 80.01 97.60 - 75.32 -
FRIDAY(Kim %, 2024) 2024 99.18 - 83.95 85.27 83.88 -
Guan et al. (Guan 5%, 2024) 2024 99.17 68.04 - - 87.34 72.28
RepDFD(Lin %5 , 2024)https:/github. com/KQL11/
ePDFD(Lin hutpsifgithub. com/KQLIL 5y 77.34 - - 80.00  88.05
RepDFD
FreqDebias(Kashiani 5%, 2025)
https://github. com/chuangchuangtan/FreqNet— 2025 97.5 74.1 86.6 87.5 83.6 -
DeepfakeDetection
CLIP+StA(Yan %%, 2025) 2025 - 84.3 96.5 - 94.7 84.8
X2 -DFD(7B) (Chen %§ , 2025)https://github. com/
2025 - 83.7 92.3 - 90.4 -
SCLBD/X2DFD
X% -DFD(13B hen %, 2025) https://github. ¢
(13B) (Chen 025) https://github. com/ 2025 - 834 025 - 013 -

SCLBD/X2DFD
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